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Ooops, your files have been encrypted!

What Happened to My Computer?
Your important flles are encrypted
Many of your documents, photos, videos, databases and other files are no longer

A Ea1—A EDT7AILZBFCESEU. e o

accessible because they have been encrypted. Maybe you are busy looking for a way to
our decryption service

N XY y wi ¥
|, W\ I ~ N — Payment will be raised on | AL RTowoNE My Files?
7] / -~ [ SAN2NT 233134 Sure. We guarantee that you can recover all your flles safely and easily, But you have

not so enough time.
Time Leht You can decrypt some of your files for free. Try now by clicking <Decrypt>
But if you want to decrypt all your files, you need to pay
You only have 3 days to submit the payment. After that the price will be doubled

i\ "W Also, If you don't pay in 7 days, you won't be able to recover your flles forever,
i — \ (XY ‘We will Bave free events for users who are 5o poor that they couldn’t pay in 6 months
C Your files will be lost on

ATR: S How Do | Pay?

SN2 374 Payment is acceptad in Bitcoin only, For more information, click <About bitcoin>
Please check the current price of Bitcodn and buy some bitcoins. For more information,
click <How %o buy bitcoins>

And send the correct amount to the address specified in this window.

ot, click <Check Payment>. Best time to check: 9:00am - 11:00am

Time Leh

HRAORYE - FASRECH =

SN EEROEH

® KITAMI Institute of Technology




AESS1E & Rt

OST™Y J DT 7DOAMEZ DULT, B ZiTD
ffess ¥

R — MMIZBUR(CHOTZD

« X—)LDRAT T 71
- Exceldd~2o 0O
- USBAEL

. = s
. ISUHOUST, A O— R gV
iia C Ry RD— % EC THENS

((“ KITAMI Institute of Technology




St = HEPR I B (C(d

XREBHN(C(E, O>E2I—-FADETOTOTS A - SATSUEN
TTECTHNITREETE(TFEE LR,

- HEE3A. TAGDIFEIE/LFE THD

[ EDLBVHESSEN DD M (FREY T MO T 7ED
MEssIEEZithi e L\ Z & THOMD

. —ERIIC(EH LN

(o KITAMI Institute of Technology



FIOAINAVIT b

WE. YLD T 7HRICETFIAILAY I MefES

[ 77> F T4 )LR] 12ETA)LAIC UG U TIRWVLHTZULNROD T,
BRETIE [T RRA> NTOFTS T3> GRIERRE) | o
[T RRA> b1 UFTo ] EER X ™

=Y FD = Y
- IRDELVRA ” oD ‘ : ’

+ BYEH A

e
&

fERKIRT—FZABE T D ET. KDRAGEZ LITTLWSD

(‘" KITAMI Institute of Technology



714 7OA—)L

FEDIBEANS. FEDIPY kL AL ZERT T D

W25 ST A 7oA (H—/ l&‘ﬁ-ﬂ;w)

%il

WEEO>ED—4 (PC) BRICE T 714 77IA—ILIADTLD

((“ KITAMI Institute of Technology |-

<
@

®




S FE 2 FRBALE

ANIby
AR

- AL

CIEARRFIS A5/ (IDS: Intrusion Detection System)

- 2 ABRLES X5/ (IPS: Intrusion Prevention System)

 ARIE S AT
Y NI —=D(CEHRSNTImARNEZENZ REDS AT A

- VTG —23>T7A470A4—)L (WAF: Web Application Fiwewall)

Webt — /) \Dess 1t D/ —FDKDICEMEIT D T 7177 IOA—)L

(“ KITAMI Institute of Technology



BA1EI DR

KIRDASFFZ D

. 1535
. (H—J% - 7))

EEEHINEEINEEN
===[ | E==0) EEE0
EEEINEEE I EEE
s==[]1 |===T]{ [E==T1

XIER

(“ KITAMI Institute of Technology m



BIDTGIE

1. >R LADEELL

A E1—SADIRATALAT7AIVIEETERNELDICTS

- BN (CFIHEAMLE
cBETEAA—HhSEFIL. A A—JZEF|I IR0
[BERimARZEDPCIZICODOGE

2. AT LD\ DTT YT
ESNEHECmA T\ IT7vIT L TEL

(" KITAMI Institute of Technology



3D00tF1 7~

1. ¥YIENtTF1 5o |

wEE, NERA. KR s

2. FHfitEFL U

J\wF> D, MEgsttIREE. DoSE

3. \BWtF+Fa1 U5+ |
D )L ARG, I\ XD —RiFgHE., 58E=X

(o KITAMI Institute of Technology



k7t e =Rt

 H— )\ T — A YR RSB L

mil

» BT —HEAK REAROERE - BRE

« TBED) W7y T ' =

(o KITAMI Institute of Technology



1. YRt )50
[ BEE] o [NEEA] CxZDTELLD

=CNIE. WL >TLBdDED., | .

UTDORICER

FHDP(CPCORANRZ AN D (TR U TREDFEED
DIWNDI Mo diLca2ES

77 )\— bDEEZE OMNTIRNTIN

(" KITAMI Institute of Technology



EsZi:0hes =Rt

« H— ). PCOF1YUFT 1 X45RK

« 2w NJ—DODtF 1 U5+ X5k

« IREBH1E & INEAR A

LN

ninn
L}

qm
‘EJ

(o KITAMI Institute of Technology



Afe99E

« HULV—=3>dD0S, 7TUs—2 3>
« T IAIREEDY—)N: TJ7A77T0A4—)L

« lES{ESNTULVRVEE

« VTV —23> ROUT DT ITAIL MERTE

» FER/\RD—R JIb—bITA =75 v IR

((“ KITAMI Institute of Technology



[ AT+ 5]

+ ID/)\RDJ— RmBRIIR
« A=)V T 7 A ILAITR

« SXIE= ADEEH
- /1 Y DER
« I-YDSA T ADUILEHE

(" KITAMI Institute of Technology



£ 1.3 FREFL) T AERDOEK

WX )T REDER
MESstEZ AR E L BICKDIRY
Vi, ) Yok )
VIR TP DB VI ITTOEF e
AL AR X)) TF1VIFDFA WEgAJ0vo95
] — <> : l
SKRT—FEH RAT—FOEE-BEOSRE | AR-ESYRIEE
BWIB
=YY et e Ay
o o e EEL T-*'%c- i&i’&lﬁtﬁ FAING
WEIITTH
FOMCEERTHIRNENEE
= E0
FREICITDHS) BE-FOZH5 B E

~ IPA: |BEIRUVEHEERNE [1BIRT
(( KITAMI Institute of Technology https://www.ipa.go.jp/security.
https://www.ipa.go.jp/files/00



Bt I:IIE EIU’I/ /QTU‘UZ%U@]

IDEH
I\ — REHE
mosll D TVDIEHHE (ZEREVEL)

+ FEISCFH (S LR

- #JER) AR D — RdD (C LU
[EEANRZE | (T UBERUMERICRD EFRE S0

- BU/\RAD— RZRIY—EXTEDIRLY

- AN (CEZIRVN, FRICEWNTENR0N

(‘" KITAMI Institute of Technology



EF A—)LDOtF1 T+
 A—)LT RL ZDIERIE FAKE

mi

EDTFHUXA-)L (XEBBRE)

+ A — ) LiXREFDIES1E

BERBOIEE (& < (CEELAN) ' i
A —JLAEDEEE, (PGP, S-MIME)
« 4 )L AR
&

TIT>RRA>beFa2 U (7FIT0ILAYVIT )

(9 KITAMI Institute of Technology



A =)L FLRADIERE

A2 —2Y NETA—)LZIXRZETDICIE
SMTPEEMONS O NLERAWND,

(SMTP: Simple Mail Transfer Protocol)

CHUEA > I —Fy NRIBEIN S5 BHEH T
(2D FEUBSLE] Yo BEEL] BSOBEBEOEENME,

( THEREE] ORZXDZENEIT TUVDIRER)

20T UBSLE C(E A — ) LBLERS (CDNS TEE A —)LH— /) (H
=T INERRT BM4EH (SPFE) ZANS,

LU, BEEITDIXA—ILY—/UPSSPAMA—)LZIXD DITENSD
KOG EICHUTIFTENTH D,

(o KITAMI Institute of Technology



o4
(\.
&

T}
[TLO

13

- TF 12U (FHA DIEH
SCEX
IEIREEDDE (18T(T)
1 U1 RDDEE
A >35> MRERFODER
X ERDEAAL

[TR(CBERRTDTULIRWN] WD T EEHDDEF-RL

- AISEEHR D> THHDDE—D

“That's one small step for (a) man, one giant leap for mankind.”
Neil Armstrong, On the surface of the moon, 19609.
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